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To:  Randall Murdoch (Murdoch Vision Care)
From: Melony Tanko, President — Kypher LLC
Re:  Security Risk Assessment — 2016

Date: August 11", 2016

Introduction

Beginning July 8th, 2016 through July15™ 2016, Kypher LLC (“Kypher”) conducted a
comprehensive security risk assessment of Murdoch Vision Care Associates (Murdoch
Vision Care).

The security risk assessment was broken up into three main areas of safeguards: Physical,
Technical and Administrative. Several members of the Kypher team visited and gathered
information ranging from cataloging, deployment and positioning of computer equipment to
staff workflows and practice policies and how they affect patient health information (“PHI”)
and ePHI (electronic patient health information) compliance. The Kypher Team was
comprised of IT and compliance security specialists skilled in assessing all physical,
technical and administrative aspects of the business operations of Murdoch Vision Care.

This Memorandum (“Memorandum”) contains a description of our findings as well as
recommendations to strengthen and bolster the security of Murdoch Vision Care‘s business
operations.

The following section contains the security risk scorecard. Within this section risk issues
will be discussed covering physical security, technical security, and administrative security.
The rated status of each item will be expressed in the following categories and color codes:

High — Fix as soon as possible
Medium — Should be fixed within the next 3 months

Low — Should be fixed within the next 6-12 months
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Risks & Findings Scorecard

This scorecard shows the overall health and risk severity levels for each category. This is
determined by the highest severity issue found per category and its associated risk.

The severity always represents the highest issue level found in a category, the value is not
calculated.

Consolidated Scorecard Risk Potential Assesment Finding

PHYSICAL SECURITY Risks and Safeguards

PHI and ePHI removal from decommissioned hardware

MVC works with IT vendor and EPS for proper destruction of any
decommissioned hardware containing ePHI.

Monitor positioning to prevent unauthorized viewing of PHI

MVC is aware of monitor positioning for privacy and attempt to follow
this. There is a possibility to see a workstation screen from the far right
of the front desk or behind the wall separating the front desk and
patient waiting area but the area layout makes this unlikely/difficult.

All areas that contain ePHI/PHI are not secured
Consider placing locks on the doors that contain the server as well as
the room that contains the network hardware. If locked rooms are not
practical consider lockable cabinets/enclosures.

Business location is secured out of regular business hours

Both front and back doors are secured with lock and key and an alarm
system is used to detect unauthorized entry. A video camera is
present but recording is not enabled making use of video surveillance
less effective.

No facility access policy

Create a facility access policy (that you make a part of the larger
HIPAA compliance plan). This policy should include prodcedures
to re-key locks in the case of employee termination. Also include
provisions about who has access to the facility in case of an
emergency.

No record of devices that leave the office Low Action needed

Create a policy section in the HIPAA compliance plan that speaks to
having a log to track hardware devices(containing ePHI).




Consolidated Scorecard

Risk Potential

Assesment Finding

No workstation/endpoint policy in place
Create a workstation best uses policy(make it a part of the HIPAA
compliance plan)

Medium

Action needed

No data destruction plan
Develop a data destruction plan that includes provisions for who will be
destroying the data and what proof will be provided

Medium

Action needed

No full asset inventory of ePHI bearing technology
Kypher is assisting in creating a full and up to data asset list as part of
the assessment

ADMINISTRATIVE SECURITY Risks and Safeguards

No HIPAA compliance document exists
Create a full HIPAA compliance plan. Update the policy each year to
include any changes in technology, workflow, or security. Make sure all
sub plans align with each other.

Low

No formal documented employee handbook
Create an employee hand book and train the staff. Include sections
regarding adherence to security requirements

No disaster recovery plan

Establish a disaster recovery plan and include it in the final HIPAA
compliance plan. Consider what emergencis or disasters could do the
integrity of your ePHI data. Test a simulated disater and recover at
least once a year. Include provisions about the existing on-site backup
and cloud backkup. Prioritize the data that would need to be recovered
and map out a clear path to that recovery.

No facility security plan

Create a facility security plan and include it in the final HIPAA
compliance plan.

No training of staff on compliance plan

Train users annually on compliance plan and have them sign off upon
completion. Make sure all policies align together.

Background checks of employees

Murdoch Vision Care performs background checks on employees as
needed.

Practice has identified vendors with ePHI access

Document the list and execute business associate agreements(BAA)
with members on the list. A BAA document is in place for Kypher

Security Risk Assessment(SRA)
The practice is performing its annual SRA to understand and mitigate
HIPAA threats

Medium

Action taken

Action Needed




Consolidated Scorecard

Identify a HIPAA compliance officer
The practice has identified a compliance officer and security point of
contact(Randall Murdoch). The staff is aware to report breach or other
security issues to the Randall.

Risk Potential

No Business Associate Agreement
Create a standard business associate agreement for the practice. Have
each vendor, contractor and any other business associate handling
ePHI/PHI sign the agreement. Update agreement annually to account
for technical, workflow or any other practice changes. Make sure the
agreement meets the recommendation for safeguaring ePHl(including
terms and conditions for the business associate to implement security
safeguards to protect ePHI)

No written procedures for handling new user requests or updates
Establish a documented workkflow for handling new user requests,
changes or removals as part of the employee handbook.. The process
should include logging of the justification for the account maintenance.

No definition of ePHI access rules
Consider adding an access definition to the HIPAA conpliance plan
describing the rule of least priviledge as it relates to access (users are
granted only the needed access for their job duties and nothing more).
Both a policy and training on proper use of ePHI/PHI should be a part of
your regular annual HIPAA review.

Medium

No policy regarting ePHI access by outside users/vendors
Create an access request form to be used by external users/vendors that
includes details about the limits and HIPAA obligations for accessing
practice ePHI. Make sure access is limited. Have each requester sign
the form indicating their acceptance of the responsibilities regarding
care and handling of ePHI.

No Security incident response plan
Create a security incident response plan as part of your HIPAA
compliance plan document. This should include the person to be
contacted in the event of a security incident or breach, along with what
information is to be provided. Test the incident responce plan annually.
Create example scenarios to be used in the annual tests

No auditing or access reviews
Enable auditing of ePHI access and set a process for periodic review of
audit data.

TECHNICAL SECURITY Risks and Safeguards

Medium

Assesment Finding

Action Needed

Action Needed



Consolidated Scorecard

ISP provided router has administrative and Wifi passwords printed on
the external lable

Change the default administrator and Wifi passwords from the values
printed on the external device label. The password should be at least 8
characters in length and contain letters, numbers and special
characters. The gateway IP had been changed from what was
displayed on the label but was easily obtained through access to the
Wifi network using the password available on the label.

Generic, Shared Logins are used

Each member of the staff should be required to have(and use) their own
unique account for access of ePHI. Accounts could be grouped into
Windows Global Groups for the granting of role based privileges such as
access to Office Mate. Don't just give full access to each individual user.
This would help clarify an audit trail for ePHI usage and maintenance.
Individual IDs should have a password expiration policy requiring
change every 90 days or less

No Anti-Malware software is installed and no regular scans are
performed
During our review scans reveiled a number of PCs contained trojans and
PUPs(potentially unwanted programs). Consider obtaining AM
software and perform regular scans of all PCs.

No messaging or email encryption

Consider a messaging and email solution that would encrypt and
protect your outbound messages as well as inbound protection from
viruses/malware/span and targeted threats.

SQLServer cloud backups incomplete

At the time of the site visit it was determined that the DDB Cloud
backups for sqlserver lacked a recent full backup. Randall was notified
and indicated he would perform a full backup to resolve.

Unattended monitor screens lock after timeout.

Common, generic user IDs are in an active directory policy that enforces
timeout and screen lock. Consider using unique IDs within role based
global groups.

Backup for critical system data

Risk Potential

Assesment Finding




Consolidated Scorecard

MVC performs backups of their server data both locally and to the cloud
using backup clients which provide for encryption of backup data.

Active Directory control of users and groups

MVC has implemented Windows Active Directory for domain usesrs and
groups. Should move to uniquely assigned IDs within role based groups
for better protection of ePHI

No endpoint or OS level encryption

Use an endpoint encryption provider for all machines containing ePHI.
Require strong passwords to protect this data.

No data security when ePHI leaves the office

Consider encryption data prior to leaving the office for any
reason...including removable storage.

No emergency access to ePHI
Use disaster recovery testing to set up an emergency access plan that
will allow for minimal access to necessary data...as needed to see
patients.

No Audit policies in place
Consider adding built in Windows domain audit control including object
and logon/logoff access auditing. Retain and backup audit logs and
keep them indefinitely.

No next generation firewall
Firewall in place now is the ISP default and should only be used in bridge
mode(as a modem). A newer next generation firewall should be used to
protect inbound and outbound traffic. This firewall should include
intrusion detection and prevention.

Risk Potential

Assesment Finding




Conclusion

Kypher’s review of the physical, technical and administrative security aspects of Murdoch
Vision Care’s business operations illustrated that Murdoch Vision Care takes seriously
potential threats to its security by taking proactive steps to avoid a security incident. This
Memorandum highlights the physical, technical and administrative security measures that
Murdoch Vision Care has implemented to bolster the security of its business operations. In
addition, this Memorandum includes recommendations, for heightened sensitivity, to further
secure Murdoch Vision Care from risk of a security incident.

Please don’t hesitate to contact Kypher with any questions relating to this Memorandum or if
Kypher can be of assistance in any manner.

Dated: August 11", 2016
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